Encrypt Flash Drive

True Crypt
+Encrypt Volume

Note: Please refer to the Beginner’s Tutorial as an additional reference.

http://www.truecrypt.org/docs/

Step 1: Download & Install TrueCrypt & Launch

Go to http://www.truecrypt.org/downloads and click on the download for your operating system.

Step 2: Plug your flash drive into your PC

and choose Create Volume

i

File Wolumes Keyfies Tools Settings Help

Homepage

Drive | Volume

| sSize | Encryption Algorithm | Type | ~

S

[ TrueCrypt Yolume Creation Wizard

Step 3: Choose Create an encrypted file
container
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TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended For
inexperienced users.

Mare information
" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive {e.q. a flash drive). Optionally, creates a hidden wolume.

' Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wanks to gain access and use the system, read and write
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files, etc., will need to enter the correct password each time

before wWindows boots, Optionally, creates a hidden system.

More infarmation about system encryption
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Step 4: Choose Standard TrueCrypt volume
and choose Next

Volume Type

i+ standard TrueCrypt volume

Select this option iF wou want to create a normal TrueCrypk

wvalume,

" Hidden TrueCrypt yolume

It may happen that wou are forced by somebody ko reveal the
password ko an encrypked walume. There are many situations
where you cannot refuse to reveal the password (For example,
due ko extortion). Using a so-called hidden wolume allows wou to
solve such situakions without revealing the password to wour

wolume.

More information abouk hidden volumes

Help



http://www.uwec.edu/help/PPoint07/basics.htm#top�
http://www.truecrypt.org/docs/�
http://www.truecrypt.org/docs/�
http://www.truecrypt.org/downloads�

Step 5: Choose Select File (Here you will choose the drive letter of you flash drive)

Volume Location
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& TrueCrypt volume can reside in a file (called TrueCryvpt container),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypk container is just like any normal file (it can be, For
example, moved, copied and deleted as any normal file), Click
"Select File' to choose a filename For the container and to select the
lacation where wau wish the conkainer to be created.

MYARMING: IF wou select an existing file, TrueCrypt will NOT encrypk
it; the file be deleted and replaced with the newly created
TrueCrypt container, You will be able to encrypt existing files (later
on) by mowing them to the TrueCrypt container that you are about
ko create now.
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Here | have chosen drive E: and created a filename of

username_encrypted > choose Save

Step 6: Choose Next

Volume Location
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Step 7: Choose Next
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Step 8: Set your volume size to

almost the entire drive. Here | left

10% free on a 1 GB flash drive.
You need to save room for the
files to make it a Travel disk
(about 5 MB). Then choose
Next.

Step 8: Confirm a password.
choose Next.

Then
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IMPORTAMT: Maove wour mouse as randomly as possible within this
window, The longer you move it, the betker, This significantly
increases the cryptographic strength of the encryption kews, Then

click Farmat to create the volume,
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Step 9: Choose Format on the next screen.

Choose OK.

TrueCrypt ¥Yolume Creation Wizard
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" } The TrueCrypk volume has been successfully created,
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Step 10: Choose Exit on the next
screen.

<+ Make it a Travel Disk

Step 11: Go to Tools on the Menubar and
choose Traveler Disk Setup.

< Step 12: Click Browse and locate your
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Step 13: Maker sure you Include TrueCrypt
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Step 14: You can then exit out of TrueCrypt.
Each time you plug your flash drive into a pc, you
will be prompted for your password. Windows Explorer will
launch giving you the drive letter assigned to your flash drive
encrypted container. Note: Your flash drive with the
unencrypted portion will be assigned to the free drive letter
preceding the one for the encrypted on. When saving

documents, make sure you choose your encrypted portion.
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Make a note of your PASSWORD! If
you forget this, you also WILL NOT
have access to the information on
your flash drive. It will have to be
reformatted to be useable again.
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